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November 6 - 7 | Rockville, MD 2013 Fall Meeting

WEDNESDAY, NOVEMBER 6, 2013

8:00 - 9:00 CHECK-IN

WELCOME & OPENING REMARKS
9:00-9:10 Neil Hershfield
U.S. Department of Homeland Security, NCCIC/ICS-CERT, Deputy Director; ICSJWG Acting GCC Co-Chair

Discussion on ICSJWG Path Forward
9:10 - 10:00 e Subgroup Overviews
e Subgroup Deliverables Wrap-Up Discussion

10:00 — 10:45 Network Architecture: Important Role in Securing Control Systems

Dr. Art Conklin, Associate Professor and Director, Center for Information Security Research and
Education, University of Houston

Smart Power Infrastructure Demonstration for Energy Reliability and Security
10:45 — 11:30 (SPIDERS) Cyber Experimentation Results

Ross Roley, PACOM Energy Innovation Office Lead, DoD, U.S. Pacific Command

LUNCH
11:30 -1:00 (12:45-1:00) When Firewalls Are Not Enough

Andrew Ginter, VP Industrial Security, Waterfall Security Solutions

A Peek Under The Covers — What Keeps Utilities Up at Night

1:00 - 2:00 Prudence Parks, Director, Government Affairs and Legislative Counsel, Utilities Telecom Council
(UTC)
2:00 - 3:00 IT/OT Integration - We know it's Secure, but Is It Safe?
' ' Joel Langill, ICS Cyber Security Specialist, SCADAhacker.com
3:00 - 3:15 BREAK

Cyber Intelligence Analysis — Best Practices for the ICS Community: A Call for ICSIWG
3:15 - 4:15 Action
Perry Pederson, Senior Cyber Intelligence Threat Analyst, U.S. Nuclear Regulatory Commission (NRC)

4:15 - 4:30 Day 1 Wrap-Up

4:30 END OF DAY 1

All ICSIJWG 2013 Fall Meeting Agenda times correspond to Eastern Standard Time
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THURSDAY, NOVEMBER 7, 2013

8:00 - 9:00 CHECK-IN

DAY 2 WELCOME & OPENING REMARKS
9:00 -9:10 Neil Hershfield
U.S. Department of Homeland Security, NCCIC/ICS-CERT, Deputy Director; ICSJWG acting GCC Co-Chair

NCCIC/ICS-CERT Threat Briefing
Mark Bristow, NCCIC/ICS-CERT

9:10 - 9:45

Security at the Crossroads
9:45 -10:45
Joseph Januszewski, Senior R&D Engineer, WDT

10:45-11:00 BREAK

National Institute of Standards and Technology (NIST) Briefing
11:00 - 11:45 _
Suzanne Lightman, NIST

Paul Timmel, NIST

11:45-1:00 LUNCH

Minimizing Risks Associated with Performing Vulnerability Assessments on Industrial
1:00 — 2:00 Control Systems

Alex Benitez, Senior Scientist, ComSource, Inc.

2:00 - 3:00 | Think, Therefore | Fuzz
Corey Thuen, Founder, Southfork Security

3:00-3:15 BREAK

Expansion and Convergence: Case Studies on How ICS Security is Being Used to
Address Health Care Security Challenges

315-415 Mike Ahmadi, Global Director for Business Development, Codenomicon Ltd.
Billy Rios, Director of Vulnerability Research, Qualys
4:15- 4:30 MEETING WRAP-UP & CLOSING REMARKS & EVALUATIONS

ICSIJWG Co-Chairs
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