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Total funding
(3 June 2019)

$590.3m



iGEM, data & information



1. Sequence & functional data

http://parts.igem.org



http://parts.igem.org/Part:BBa_J04450



http://parts.igem.org/Part:BBa_J04450



http://parts.igem.org/Part:BBa_J04450



http://parts.igem.org/Part:BBa_J04450



http://parts.igem.org/Part:BBa_J04450



http://parts.igem.org/Part:BBa_J04450



2. Experimental data

http://2018.igem.org/Team:GreatBay_China/Notebook



http://2018.igem.org/Team:GreatBay_China/Notebook



3. Published data & information

https://2019.igem.org/Team:Example2



http://2018.igem.org/Team:Valencia_UPV



https://2019.igem.org/Safety



4. Measurement data

https://2019.igem.org/Measurement
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http://2019.igem.org/Safety



• Works with iGEM participants to 
strengthen safe and responsible 
synthetic biology

• Reviews & approves safety forms

• Performs safety checks on 
Registry parts

• Has the ultimate say on safety 
issues

The iGEM Safety Committee

http://2019.igem.org/Safety/Responsibility



biosecu.re
www.biosecu.re | piers@biosecu.re | @biosec_re

iGEM Project Safety Screening



https://doi.org/10.1177/1535676019838075

https://sgidna.com/archetype.html



Biosecurity lessons from iGEM data sharing



Increasing digitization of biology
enables sharing and collaboration:
offering greater benefits but also
potential loss of control



https://www.selectagents.gov/





https://2019.igem.org/Safety/White_List



Current biosecurity regimes struggle to
deal with biological data and information



http://2018.igem.org/Team:UCopenhagen



https://australiagroup.net/en/



https://australiagroup.net/en/

Salmonella enterica subspecies 
enterica serovar Typhi (Salmonella 
typhi)

Any genetically-modified organism 
which contains, or genetic element 
that codes for, any gene or genes 
specific to any listed bacterium or 
fungus, and which could endow or 
enhance pathogenicity





https://australiagroup.net/en/

Salmonella enterica subspecies 
enterica serovar Typhi (Salmonella 
typhi)

Any genetically-modified organism 
which contains, or genetic element 
that codes for, any gene or genes 
specific to any listed bacterium or 
fungus, and which could endow or 
enhance pathogenicity



Increasing digitization of biology will
compound some biosecurity risks



….biological information, rather than the corresponding
biological materials, is increasingly the object of greatest
security concern. These are information hazards, defined as “a
risk that arises from the dissemination of (true) information that
may cause harm or enable some agent to cause harm”

https://onlinelibrary.wiley.com/doi/full/10.1111/risa.13235



Biological information cannot be neatly segregated into the safe
and open, and the hazardous and secret: much is to a greater
or lesser degree “dual use”; it is also often incremental, building
upon prior information that is openly available.

https://onlinelibrary.wiley.com/doi/full/10.1111/risa.13235



Heuristics to judge biosecurity info hazards 

• High risk info must provide significant capacity to cause harm 
over what is already widely available

• Many potential risks require several pieces of information to 
realize. The hardest pieces to discover comprise the greatest 
hazard. This could be experimental results, innovations with 
broad applications, or tacit knowledge for performing a given 
technique.

• Information can also act as a substitute for other resources in 
dangerous projects.

• Information can become more or less hazardous over time

• Uncertainty about degree of hazard is usually a cause for 
caution rather than reassurance

https://onlinelibrary.wiley.com/doi/full/10.1111/risa.13235



http://2018.igem.org/Team:Bielefeld-CeBiTec



Increasing digitization of biology will
present new biosecurity risks



http://parts.igem.org



https://www.frontiersin.org/articles/10.3389/fbioe.2019.00136



http://2013.igem.org/Team:Lethbridge http://2017.igem.org/Team:Lethbridge



As we make more things with biology,
the security implications will diversify
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https://2019.igem.org/Competition/Tracks



http://nas-sites.org/dels/studies/bioeconomy/



• Access to resources (e.g. oil, water, or agricultural capacity) has 
destabilized countries and resulted in wars

• Access to energy, is a key driver of development and its absence 
compounds existing disparities and undermines international stability

• Manufacturing and industrial capacity plays an important role in 
maintaining and improving international and national peace and 
security

• Cyberbiosecurity protects data and infrastructure necessary to drive 
the bioeconomy

• Transnational crime, such as the international narcotics trade, 
destabilizes and challenges governments

• Maintaining the environment and preserving biodiversity could be a 
key to future stability 

http://sites.nationalacademies.org/cs/groups/pgasite/documents/webpage/pga_153447.pdf

Expanding how we think of biosecurity



Conclusions



1. Increasing digitization of biology enables sharing and 
collaboration: offering greater benefits but also potential loss 
of control

2. Current biosecurity regimes struggle to deal with biological 
data and information (e.g. need for function-based risk 
assessment)

3. Increasing digitization of biology will compound some 
biosecurity risks (e.g. info hazards)

4. Increasing digitization of biology will present new biosecurity 
risks (e.g. contamination of data)

5. As we make more things with biology, the security 
implications will also diversify



Our sincere thanks to our funder:

http://www.openphilanthropy.org/


